PEITYBJIMKA CPBUJA
[MPEKPILIAJHU CY]1 Y COMBOPY
bpoj: I Cy. 1-22/2013
Hana: 13. 12. 2013. rogqune

COMBOP

Ha ocnoBy 3akona o nnpopmanmonom cucremy Pemyonuke Cpouje ("CiryxOeHr rmacHuK
PC", 6p. 12/96), T'omummer pacnopena mociosa Ilpekpmajuor cyna y Combopy I Cy 6p. 2-
5/2013 28.11.2013. ronune u [lpaBuiHuKa 0 yHYTpallmheM ypehewy U CUCTeMaTU3aluju paJHux
Mmecta y Ilpexpmajaom cyny y Comb6opy (Cy.6p. 1-68/2010 ox 29.07.2010.romune u CY 1 1-
109/2010-2 on 03.03.2011. ronuue), Bpmwmian ¢GyHKOHje npeacenHuka [IpekprmajHor cyna y
CoM0opy moHocH

MPABUJIHUK
0 0e30enHocTH uHpopmanuja - UT 6e36eqnoctu y lipexkpmajuom cyny y Comoopy

I OCHOBHE OJPEJIBE

Ynan 1.

OBuUM TmpaBWIIHUKOM ce€ ypelyje 3amThTa W HaYMH YyBamba I0OJaraka y OKBUPY
WH(POPMAITMOHO-KOMYHUKAIMOHNX cuctema l[IpekpiiajHor cyga y CoMOopy, 3aCHOBaHHX Ha
NpUMEHH padyHapa, Kao M HauWH HHHXOBOT CHpOBOhEma, KopHITheme M dyBame padyHapcke
OIpeMe U MOCTYINaK NPUKJbYUYHBaha Ha JIOKAJHY PauyHapCKy MPEXKYy.

NudopmarmoHo-KOMyHHUKAITMOHN CUCTEM U3 cTaBa 1. oBor wiaHa (y masbem Tekcty: MKT
CHCTEM) O3HauaBa OMJIO KOjH CHUCTEM KOju oMoryhaBa pykoBame ca MOfaliMa y eJIeKTPOHCKOM
00JMKYy, a IITO HApOYMUTO OOyXBara CBa CpencTBa MOTpeOHa 3a (YHKIIMOHUCAKE CHUCTEMA,
yKJbyayjyhu pauyHapcke, kKoMyHHKaImoHne ypehaje u undpacTpykTypy, copTBEpCKE pecypce,
OopraHu3aIujy, 0co0Jbe  MoaaTKe.

Ynaan 2.

[Tojenuam m3pasu KopuitheHn y OBOM MPaBHIHUKY MMajy ciieache 3Hauewme 3a morpede
OBOT" ITpaBHJIHUKA:

e UT be30eonocm 3naum u3ecHocT na he MKT cucreM 3amTUTH TajHOCT, MHTETPUTET,
PAacIONOKHUBOCT, AyTEHTHYHOCT U HEMOPEIMBOCT TO/IaTaKa KOjuMa Ce€ PyKyje IIyTeM TOT
cucreMa u 11a he Taj cucreM (PyHKIIMOHHMCATH KaKo je MpeaBul)eHo, Kaja je npeaBuleHo u
101 KOHTPOJIOM OBJIAITheHnX JINTIa,

® majHocm je Ha4WH TOCTYIama ca MoIaTKOM Koju 00e30ehyje m1a TokoM o0pajie u dyBarmba
HHj€ [T0CTA0 JIOCTYIAaH HeOBIalheHuM JIUIMMa, OTHOCHO HHje HeoBiamrheHo oOpahuBan;

®  yHmezpumem 3HAYU OYYBAHOCT M3BOPHOT CaJ(p’Kaja U KOMIUIETHOCTH IOJAaTKa, OJJHOCHO
CpPEe/CTBa;

®  pacnonodicusocm je KapakTepUCTUKa HAYMHA yIpaBjbamka MOJAaTKOM Koja 00e30ehyje ma
je Tmoyarak J0CTymnaH ¥ yrnoTpeOJ/pbUB Ha 3aXTEB OBJAIMNEHUX JIMIA Y TPEHYTKY Kaja uM je
norpeban;

® pusux 3HaYM MOTYhHOCT HapyliaBama HWHPOpMAMOHE Oe30eMHOCTH, OJHOCHO
MOTYhHOCT HapyIlIaBama TajHOCTH, HHTETPUTETA, PACTIOJIOKHBOCTH, ayTEHTUYHOCTH TN
HEMOPEIMBOCTH TOj[aTaKa WM HapyIlaBama ucnpaBHor Gyakinnonucama UKT cucrema;

*  ynpaemare puzUKOM j€ CHCTEMaTHYaH CKyll Mepa KOju YKJbydyje IUIaHUpPAbE,
OpPraHU30BalbE M yCMepaBame aKTUBHOCTH Kako O ce 00e30eanso 1a pu3nLu OCTaHy y



IMMPOINMMUCAHUM U NMPUXBATIbUBUM OKBUPHUMaA,
e  mepe 3awmume Cy Mepe Koje ce oapehyjy y by odyBama HWHGOpMAIOHE
0e30eaH0CTH;

Ynan 3.
Cucrem agmuHHCTpaTop je 3amocineHu y [Ipekpmajaom cyny y ComO0opy umju je 3aaarak
ollp)kaBame W yHampeheme 3ajeHUYKOr padyHapCKOT, WH(POPMAIMOHOT W KOMYHHUKAIIHOHOT

CHUCTEMa, Kao caBpeMeHa MOoJpIKa pay cyaa.

CucuteM aIMIHUCTPATOp UMa y CBOjOj Ha/JIeXKHOCTH ciesehe:

1. JlokanHa pauyHapcka KOMyHUKAIIMOHA MPEXKa,

2. JaBHu npuctyn MHTEpHETY KpO3 padyyHApCKy MPEXY Cyaa,

3. MaTepHeT npe3eHTanujy cyaa,

4. PauyHapcky onpemy,

5. Onpemy 3a Konupame, IMTaMIambe U CKeHUPabhe TEXHHUKE TOKYMEHTallje,
6. EneKTpOHCKO apXUBHUpamE Mojaraka,

7. Ilonpmika mpu HaOaBIM onpeMe U copTBepa.

II TEXHUYKE MEPE OGE3BEBUBAILA
Yuaan 4.

Texnnuke mepe obe36ehuBama u 3amrure UKT cuctema ogHoce ce HapOYUTO HA:

- pU3MUKY 3alITUTY 00jeKTa y KOME je CMEelITeHa padyHapcKa onpemMa (pacropes HHcTajanuja u
oIpeMe) ¥ MIPOTUBIOKAPHY 3aIITHUTY;

- obe30ehuBame W 3amITUTY padyHapcke ompeme (M300p ajeKBaTHE W TOYy3/JaHE OIpeMe,
obe30ehuBame ompeMe TOKOM H-€HE eKCIIoaTaldje, PEeOBHO CepBHCHpame M CHaljeBame
PE3EPBHUM JIEJIOBMMA) ¥ padyyHApCKUX HOCHOIIA TojaTaka (pu Kopuimhewy U 9yBamy);

- 3aIITUTY Nporpamcke nozapiike (y a3y MpojeKToBama, pa3Boja U Kopuiihema mporpamckor
cucremMa);

- 3aMITUTY PadyHAPCKUX Mpeka (IPUIIMKOM MPOjEeKTOBaba U Pean3alinje)

I MOJEAUHAUYHO INPUK/bYYUBAIBE
Yuaan 5.

[Moctymak mojeAMHAYHOT MPUKJbYYMBAKba padyHapa Ha JIOKAIHY pPauyHApCKy MpExy
cyna.

[ojenuHayHO MPUKIbYUYEHE KOPUCHUYKOT padyHapa Ha pauyHapCKy MPEXY cyna, He cMe
HUYUM YIpO3UTH GU3MYKM W JIOTMYKM MHTETPUTET padyHapcke wmpexe. PauyHap ca
MHCTAJMPAaHUM OMNEPAaTHUBHUM CHUCTEMOM M IMOTPeOHUM NporpaMmma, cMarpa ce (U3NYKUM H
JIOTHYKHUM JI€JIOM padyHapCcKe Mpexe Cyna.



Camo pauyHap wiau OWUJIO KOjU JIpyTd MpekHH ypebaj, peructpoBan ox crpane Cucrem
aJIMIHHCTpAToOpa MoXKe OUTH NPUKIBbYUYEH Ha PadyHapCKy MPEXKY cyaa.

Yiuan 6.
[lojenuHayHo NPHUKIbYYHBAaKHE KOPHUCHUYKOT padyHapa HMCKJbYYHMBO crpoBogu CucrteMm
aMUHUCTpaTop npema cieaehoj mpouenypu:

. MHcrananuja aHTUBUPYCHOT IIporpama

[TpoBepa mpuctyma Mpexu u 6a3u mogaraka

EBunentupame [IpoBepa (yHKIIMOHATHOCTH U ayTOpHU3AIlHje ONEPATUBHOT CUCTEMA
[TpoBepa pyHKIIMOHATHOCTH U KOH(PUTYpAIH]je MPEKHE KapTUIIE

Honemuame (TCP/IP) agpece u uMeHa pauyHapa

A N A W N =

MPUKJbYUYEHOT pauyHapa y EBUAeHIIMOHU JIMCT pavyyHapa .

Yaan 7.
Kopumhewe (TCP/IP) agpece je 103BOJbEHO HMCKJBYYMBO y KOHTEKCTY IOCIOBHHX
aktuBHOCTH [Ipekpmajuor cyna y Kukunau. lonemsuBame (TCP/IP) anpece je y HCKIBYUYHBO]
Ha u1e)kHOCTH CUCTEM aJIMUHUCTpATOpa.

Yuan 8.

KopucHHMK MpUKIbYYEHOT padyHapa je OAroBOpaH 3a 0e30€THOCT U MHTETPUTET IMojaTaKka
KOjU Ce Hajla3e Ha KOPUCHUYKOM padyyHapy NPUKIbYUYEHOM Ha pauyHapCKy MpExy Cyra.

VY umspy 3amrute o] HeoBIamNEHOT MPUCTYNa padyHapy MPUKJbYYEHOT Ha PavyHAPCKY
MpeXy cyaa, oOaBe3Ha je 3alliTUTa padyyHapa OAroBapajyhoM IO3MHKOM W aHTHBHUPYCHHM
IPOTPaMOM KOjU C€ PEAOBHO aXypHpa.

Jlonena mpaBa NpUCTyIa HHTEPHUM pecypcruMa padyHapa Off CTpaHe OCTalINX KOPHCHUKA
MpEXe je Y MCKJbYYHBOj HA/UIEKHOCTH KOPHUCHHKA. Y TOM KOHTEKCTy, CHCTEM aJIMHHUCTPATOp
HE CHOCH HUKAKBY OJITOBOPHOCT Y CIlTy4yajy OHMJIO KOT 00JIMKa HeOBIAINEHOT TPUCTYIA MOoIaI[Ma
iy omTehema BUXOBOT HHTETPUTETA.

Yaan 9.
CBaku 1ojeqMHaYHN payyHap KOjU je€ MPUKJbYYEH Ha PauyHAPCKy MPEXY Cyda Mopa Ja
Hoce/yje JierajaH ONepaTuBHYU CUCTEM U aHTUBHPYCHH IPOTPAM.

Yuan 10.

Kana ce u3 texHmukux ( 3acTapeiocT WIM BeTUKO omreheme ) WiIM HEKUX APYrux
pasnora, TOj€IMHAYHO TPHUKJBYYCHH padyHap TpajHO HCKbydyje ca wmpexke, Cucrem
aJIMUHUCTPATOp je MyXKaH Ja y POKy oX 7 JaHa O TOME MUCMEHO 00aBECTH OIrOBOPHO JIMIE
[Tpexpmajuor cyna y ComOopy ( O6aBemTeme 0 TpajHOM HCK/bYUelYy ca Mpe:ke ), HaBonehu
00aBe3HO €BUJICHLIMOHU OpOj pauyHapa.

Kox HemocpemHe 3aMeHe cTapor padyHapa HOBUM, MPUMEYje ce TOCTYyNaK AeQUHUCAH
CTaBOM | OBOT YjlaHa U MpOLEAYpa NPUKIbYUnBama aehuHIcana wianoM 6. oBor [IpaBuimHuKa.

VY cnydajy TIOHOBHOT HWHCTallMpama ONEPAaTHBHOI CHUCTEMa WM OWIIO Koje Jpyre
UHTEPBEHIIMj€ Ha pauyHapy Koja je y Be3u ca MojellaBambiMa KOMYHHKAIMOHUX MPOTOKOIIA,
YKJbY4dyjyhu ¥ TIpOMEHY MpPEKHOT ajanTtepa, 00aBjba MUCKIbYYHBO CHCTEM aJIMHHHCTPATOP Y3
NOLITOBAK-E MPOIIEype MPUKJbYUHBamba AeruHucaHe wiaHoM 6. oBor [IpaBuiiHuKa.



IV MEPE 3AIITUTE ITIOJATAKA

Yaan 11.

[IpukynsbeHr moAany MOTY ce KOPUCTHTH CaMo Y CITyKOeHe CBpXe.

JpxaBHU opraH KOju 4yBa NMPHUKYIJbEHE IMOAATKE JY)KaH je 1a 00e30eau Opucame CBUX
nojlaTaka umja je cuyx0eHa BpeTHOCT UCTEKJIA.

Yaan 12.

[Toganum u mporpamMcka mojpIIka, 1o npaBuily, Ce 4yBajy y JiBa IpuMepKa, U To:

- jemaH nmpuMepak y IpoCTOPHjH TJI€ j€ CMEIITeHa onpema 3a oOpaay rmojaraka;
- jeZlaH IpUMEPAK y JIPyroj MpoCTOPHjHU OpraHa.

Cucrtem aJIMUHUCTPATOp CBAaKOT JJaHA €JIEKTPOHCKU apXWBUpa 0a3y mojaraka YIHCHUKA
[Ipekpiaj (eneKTpoHCKO Boheme YINHUCHUKA), a jEAHOM MECEYHO EJIEKTPOHCKH apXUBUpPA
npecyne-penena.

Yaan 13.
[TpucTyn momanymMa MOTy UMaTH caMo oBJantheHa Juia.
CBH 3ar0CjIeHN Cy OATOBOPHU 32 3aIUTHTY W TAJHOCT MOjaTaKa, Aa MPAaBUIHO KOPUCTE U

YyBajy pauyHapcKy U IpYTy OMpeEMY.

Yuan 14.
W3Homeme nomaraka U pauyHapcKe orpeMe U3 MpoCTopHja cyaa, MOXKE Ce BPUIUTH CaMO
10 0100peYy OATOBOPHOT JIUIIA.

V HAJ30P HAJI CITPOBOBEILEM OJAPE/IBH ITPABUJTHUKA

Yaan 15.
YHyTpalimy KOHTPOIY CrpoBohema ofpeadu OBOT NpPAaBHIHUKA CIIPOBOAH OJITOBOPHO
JUIEe cyna. 3a KOHTPOITY, OATOBOPHO JIMIIE CyJla MOKE Jia OBJIACTH U APYTO JIUIIE.

VI MEPE VY CJIYYAJY HEINIOILITOBAKBA OJAPEJIBU OBOI' IPABUJIHUKA
Yaan 16.

CucteM aJMUHHCTpPATop WMa EKCKIY3MBHO TpaBo jJa 0e3 TPEeTXOJHE CarmacHOCTH
oarosopHor nuna IlpekpmajHor cyna y Com00py, NPpUBPEMEHO YKHHE MPUCTYH I0jeTUHAYHOT
padyHapa JIOKaJdHO] MPEXH Wiu 0a3u mojaraka, YKOJIMKO TPOIICHH J1a jeé TO Yy HHTEpecy
6e30ennoctu KT cucrema.

OBakBa Mepa He MOXe /1a Tpaje ayxe o 10 ganHa.

Ynan 17.

OBaj MpaBWJIHUK CTYIa HA CHAry JaHOM JOHOIIEHA.

B. ®. [IPEJICEJJHAKA
[TPEKPILLIAJHOT CYJIA Y COMBOPY,
CHEXXAHA HUKOJIAJEB





